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The following migration instructions are for Super Admins who uses 2FA/SAML integration (Federated): ...
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The following migration instructions are for Super Admins who uses 2FA/SAML integration (Federated):

User authentication migration to AuthHub will occur from January 21, 2025 through April 28, 2025. Failure to migrate user authentication

within the specified timeframe will result in the inability to access Carbon Black Cloud.

If you are federated with both Symantec and Carbon Black Cloud, please perform migration steps for Symantec first.

Super admins, begin the migration to AuthHub by clicking "Start Migration" on the dashboard banner. 

 

An overview of the migration steps:


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The first step is to verify your domain name ownership. Only domains that show a "verified" status will be migrated. If you need to verify

ownership of a domain, you must add a new verification record to each domain's DNS settings at your organization's domain host. See steps in

this Knowledge Base Article.

Verify your user's migration statuses. 

The following attributes have been populated from your existing SAML configuration. Please confirm they are correct. If changes need to be

made, do so here so these values are mapped correctly in AuthHub. 

 

Configure your Identity Provider (IdP) by creating a new trust relationship between your identity provider and AuthHub using the Audience

and Recipient details in the wizard. 
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Before finalizing your migration to AuthHub, save credentials for a local recovery user to utilize should an error occur and you need to revert

the migration. 

If you can successfully log back into Carbon Black and click "Complete Migration," the migration was successful, and no further steps are

needed. Thank you for your time and effort!

However, if an error occurs, login using the recovery credentials. You will see the recovery user banner on the dashboard. Click "Revert

Migration."

 

When you sign out of CBC, you will be redirected to the Broadcom page. To access CBC again, please manually enter the CBC URL in your

browser. We are aware of this temporary inconvenience and are working to improve this process for a smoother user experience.
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Any reason as to why the 'Start Migration' banner has not appeared on our CBC dashboard? We are currently using 2FA with our accounts.
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rj0501, we are starting with a gradual rollout to ensure a smooth transition. You should see the 'Start Migration' banner in the CBC

dashboard by February 7th at the latest.
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