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The following migration instructions are for Super Admins who uses 2FA/SAML integration (Federated):

User authentication migration to AuthHub will occur from January 21, 2025 through April 28, 2025. Failure to migrate user authentication
within the specified timeframe will result in the inability to access Carbon Black Cloud.

o If you are federated with both Symantec and Carbon Black Cloud, please perform migration steps for Symantec first.

Super admins, begin the migration to AuthHub by clicking "Start Migration” on the dashboard banner.

n Carbon Black is transitioning to Broadcom’s AuthHub platform for authentication services.
Migrate your organization to AuthHub by February 15th to avoid a disruption of your access. Learn more

sn ) (10 e )@ 1m) A1) (cusom) | Alpolicies v | | ¥ »

Getting Started

fB) Setupyour organization
Complete these fundamental tasks first

An overview of the migration steps:

Start Migration
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Migration Overview

OVERVIEW VERIFY

MIGRATION STATUS CONFIGURE IDP

Migration steps Requirements

* Verify domain name ownership

+ Verify user migration status

« Configure your Identity Provider (IdP)

+ Configure SAML attributes

+ Finalize Migration

+ Confirm that the migration was successful

=

migrated

domains

+ You will need to know which of your organization's domains should be
+ You will need permission to edit the DNS records of your organization's

+ You will need permission to add a new trust in your Identity Provider (IdP)

CONFIGURE SAML FINALIZE MIGRATION
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The first step is to verify your domain name ownership. Only domains that show a "verified” status will be migrated. If you need to verify
ownership of a domain, you must add a new verification record to each domain’s DNS settings at your organization’s domain host. See steps in
this Knowledge Base Article.

Verify Domain Name Ownership X

2] L3 |l Lo a
OVERVIEW VERIFY OWNERSHIP MIGRATION STATUS CONFIGURE AUTHHUB CONFIGURE IDP FINALIZE MIGRATION
Verify ownership Check verification status
Only domains that are owned by your organization can be migrated. The table below lists all of the domains associated with your organization, and their
Domains are a part of a user's email address, for example, ownership verification status. Domains are verified when Carbon Black detects that a
username@yourdomain.com. Each domain that should be migrated must dornain contains the new TXT verification record. Only domains that are verified will be
first be verified. migrated. Add verification records and check each domain’s status. It may take up to 24

hours for the verification status to update.
Add DNS records
To verify ownership of a domain, you must add a new verification record to
each domain’s DNS settings at your organization's domain host. Verify all the
domains that you would like to migrate. STATUS ~ DOMAIN & USERS - MIGRATION STATUS ~

For each domain that should be migrated, add a new TXT record with the

following details: unverified  acme.com 0 will not be migrated

TXT record name unverified  acme-global.com 3 will not be migrated
fwedgdds8afwedew verified acme.bg 12 will be migrated

TXT record value verified  acme.couk 8 will be migrated

fve9godsaofwedew Click the Next button when all the domains that should be migrated have been verified.
You will not be able to proceed until at least the domain that your user account uses is
verified.
. , . .
Verify your user's migration statuses.
Verify User Migration Status X
OVERVIEW VERIFY OWNERSHIP MIGRATION STATUS ‘CONFIGURE IDP CONFIGURE SAML FINALIZE MIGRATION
@ 25 users will be migrated ) 4 users will not be migrated
FIRST NAME - LAST NAME ~ EMAIL & FIRST NAME ~ LAST NAME -~ EMAIL &
George Sanderson gsanderson248@gmail.com George Sanderson gsanderson248@gmail.com
- - hwaterncose@mu.edu - - hwaternocose@mu.edu
Mike Wazowski mwazowski@aol.com Mike Wazowski mwazowski@aol.com
Randall Boggs rboggs@gmail.com Randall Boggs rboggs@gmail.com
Randll Boggs rboges@gmail.com
Randall Boggs rboges@gmail.com

To continue providing these users access, either verify their domains, or add them
as new users in Carbon Black with an email address that uses a verified domain
This can be done before or after the migration.

The following attributes have been populated from your existing SAML configuration. Please confirm they are correct. If changes need to be
made, do so here so these values are mapped correctly in AuthHub.

Configure AuthHub Attributes X
OVERVIEW VERIFY OWNERSHIP MIGRATION STATUS CONFIGURE AUTHHUB CONFIGURE IDP FINALIZE MIGRATION

Add first and last name attributes Verify additional attributes

Enter the SAML attribute keys that your IdP uses to store a user’s first and last name The following attributes have been populated from your current SAML configuration.

50 that these values are mapped correctly in AuthHub. For example, FirstName or Confirm they are correct, or change any here if needed.

given.name.

* Email attribute key

* First name attribute key | mail ‘

‘ | * Single sign-on URL (HTTP-redirect binding)
*Last name attribute key | https://idp.example.com/SAML2/SSO/Redirect ‘

‘ | *X509 certificate

3,10,4-110-7.%_*Ht... 0.170. RS10-Beograd1/10 - Zemun10-..SuperCert Ltd120.-
CAca.supercert.cm110.-*#Ht+... Tiinfo@supercert.com0.1.2004181657412.21041
816574120e170.- LU-RS1+0-Beograd10-Zemun10-#-Contoso10-29T1 0-203, 0.11
3.170,1 "0 *Ht.. 10,17, % YOTEE%OS-BA: "A: 7Tt-6"RU29-CLL(6U8-8+dr NU. 20
11.IbFirCMAa<0?0¢<EZ 10 <""xFod". R7,43€ +BC%(. *T&<FCREFI].SId3YALF.h.A\l

Configure your Identity Provider (IdP) by creating a new trust relationship between your identity provider and AuthHub using the Audience
and Recipient details in the wizard.
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Configure Your Identity Provider (IdP) X

OVERVIEW VERIFY OWNERSHIP MIGRATION STATUS CONFIGURE AUTHHUB CONFIGURE IDP FINALIZE MIGRATION

Create a new trust relationship for each verified domain

Create a new trust relationship between your identity provider (IdP) and AuthHub for each verified domain, using the following details. Do not edit or delete your existing Carbon
Black entry as that will be used if there is a migration error. You can download the details for each domain as an XML file by clicking the Download XML button. The XML file can
then be ploaded into your IdP. If you have a Carbon Black app tile in your IdP, or would like to add one, use the direct access URL found in the "Carbon Black App Tile URL"
column.

DOMAIN & ENTITY ID / AUDIENCE ASSERTION CONSUMER SERVICE URL / RECIPIENT XML FILE CARBON BLACK APP TILE URL

by https: https: I Lt/ / i ——)
acme.bg ttp ttp Download XML
login/saml/consume consume login/sarml/consume
acme.com https: https: /saml/ NEtps: /A ———————,
¥ P Lot Download XML P
login/saml/consume consume login/saml/consume
acme.co.uk https: https: /saml/ https./ o
! i £ Download XML F
login/saml/consume consume login/saml/consume
lobal.com  https: https: /saml/ DEtps:// c——
! i £ Download XML !
login/sami/consume consume login/saml/consume

AuthHub Certificate

Download Certificate

Before finalizing your migration to AuthHub, save credentials for a local recovery user to utilize should an error occur and you need to revert
the migration.

Finalize Migration X
OVERVIEW VERIFY OWNERSHIP MIGRATION STATUS CONFIGURE 10P CONFIGURE SAML FINALIZE MIGRATION

Recovery user credentials Log in error

Save these credentials which can be used to log back into Carbon Black if a If you eannot log in, use the recovery user eredentials to log back in.

migration error occurs
Once logged in,
+ Navigate to Settings > Users
+ Click on the Revert Migration button to return to the original authentication
services and try the migration again.

Recovery user name

mwazowski+local@monstersincorporated.com

Recovery user password
If migration errors continue to occur, contact Broadcorm support

gfhe*2fsifaas

B

Enable AuthHub

Check migration status Click the Enable AuthHub button to begin using the AuthHub authentication service.
Note that you must add the additional SAML attributes and configure your identity

Once AuthHub is enabled, log out and log back in to Carbon Black to confirm the provider before clicking Enable AuthHub in order to migrate successfully.

new authentication service is working.

: I confirm that all migration steps have been completed
Successful log in [m] i P pl

If you can successfully log in, the migration was successful. No further steps are
needed and other users should be able to log in.

If you can successfully log back into Carbon Black and click "Complete Migration,” the migration was successful, and no further steps are
needed. Thank you for your time and effort!

However, if an error occurs, login using the recovery credentials. You will see the recovery user banner on the dashboard. Click "Revert
Migration.”

You signed in using the recovery user.
O e e e T P e e P S e
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Getting Started T Aerts

Revert Migration

Set up your organization
‘Complete these fundamental tasks first

Revert Migration X

Clicking on the Revert Migration button will return your organization to it's previous authentication
configuration, allowing users to log in using their previous credentials. You can then start the migration process
again.
Reverting back will,

« disable off AuthHub

« revert the SAML configuration back to the previous state

After clicking on the Revert Migration button, log out and log back in using your previous credentials.

I confirm that | would like to return my organization to its previous authentication configuration

Revert Migration

When you sign out of CBC, you will be redirected to the Broadcom page. To access CBC again, please manually enter the CBC URL in your
browser. We are aware of this temporary inconvenience and are working to improve this process for a smoother user experience.
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Any reason as to why the 'Start Migration' banner has not appeared on our CBC dashboard? We are currently using 2FA with our accounts.

> ORIGINAL MESSAGE

3. RE: Carbon Black Cloud 2FA/SAML Federated AuthHub Migration 0 Recommend

Broadcom Employee
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ACTIONS v

Posted 5 days ago REPLY

v

rjO501, we are starting with a gradual rollout to ensure a smooth transition. You should see the 'Start Migration’' banner in the CBC
dashboard by February 7th at the latest.

» ORIGINAL MESSAGE

https://community.broadcom.com/symantecenterprise/discussion/carbon-black-cloud-2fasaml-federated-authhub-migration#bmdSed37d7-6413-4b8f-b8e0-4b4c0af37. ..

4/5


javascript:void(0)
javascript:WebForm_DoPostBackWithOptions(new WebForm_PostBackOptions("ctl00$MainCopy$ctl06$ucMessageList$rptMessageList$ctl01$ItemRating$lbLike", "", true, "", "", false, true))
https://community.broadcom.com/symantecenterprise/network/members/profile?UserKey=a2cf6851-a922-4f4a-abc3-019489b36495
https://community.broadcom.com/symantecenterprise/network/members/profile?UserKey=a2cf6851-a922-4f4a-abc3-019489b36495
https://community.broadcom.com/symantecenterprise/network/members/profile?UserKey=a2cf6851-a922-4f4a-abc3-019489b36495
javascript:void(0)
javascript:WebForm_DoPostBackWithOptions(new WebForm_PostBackOptions("ctl00$MainCopy$ctl06$ucMessageList$rptMessageList$ctl01$lnkOriginalMessage", "", true, "", "", false, true))
javascript:void(0)
javascript:WebForm_DoPostBackWithOptions(new WebForm_PostBackOptions("ctl00$MainCopy$ctl06$ucMessageList$rptMessageList$ctl02$ItemRating$lbLike", "", true, "", "", false, true))
https://community.broadcom.com/symantecenterprise/network/members/profile?UserKey=64c9db08-a165-44c2-ab64-018b5652729f
https://community.broadcom.com/symantecenterprise/network/members/profile?UserKey=64c9db08-a165-44c2-ab64-018b5652729f
https://community.broadcom.com/symantecenterprise/network/members/profile?UserKey=64c9db08-a165-44c2-ab64-018b5652729f
javascript:void(0)
javascript:WebForm_DoPostBackWithOptions(new WebForm_PostBackOptions("ctl00$MainCopy$ctl06$ucMessageList$rptMessageList$ctl02$lnkOriginalMessage", "", true, "", "", false, true))

1/28/25, 11:35 AM Carbon Black Cloud 2FA/SAML Federated AuthHub Migration | Carbon Black Cloud

PRODUCTS APPLICATIONS SUPPORT COMPANY
HOW TO BUY

Copyright © 2005-2025 Broadcom. All Rights Reserved. The term "Broadcom"” refers to Broadcom Inc. and/or its

subsidiaries. “ ’ m I’

Hosted by Higher Logic, LLC on the behalf of Broadcom - Privacy Policy | Cookie Policy | Supply Chain

Transparency

Terms of Use

https://community.broadcom.com/symantecenterprise/discussion/carbon-black-cloud-2fasaml-federated-authhub-migration#bmdSed37d7-6413-4b8f-b8e0-4b4c0af37. .. 5/5


https://www.broadcom.com/products/
https://www.broadcom.com/applications
https://www.broadcom.com/support
https://www.broadcom.com/company/about-us
https://www.broadcom.com/how-to-buy/sales
https://www.broadcom.com/company/legal/privacy-policy
https://www.higherlogic.com/legal/privacy
https://www.broadcom.com/company/citizenship/governance-and-ethics#supply
https://www.broadcom.com/company/citizenship/governance-and-ethics#supply
https://community.broadcom.com/termsandconditions
https://www.facebook.com/Broadcom
https://www.facebook.com/Broadcom
https://www.facebook.com/Broadcom
https://www.facebook.com/Broadcom
https://twitter.com/Broadcom
https://twitter.com/Broadcom
https://twitter.com/Broadcom
https://twitter.com/Broadcom
https://www.linkedin.com/company/broadcom
https://www.linkedin.com/company/broadcom
https://www.linkedin.com/company/broadcom
https://www.linkedin.com/company/broadcom
https://www.youtube.com/user/BroadcomCorporation
https://www.youtube.com/user/BroadcomCorporation
https://www.youtube.com/user/BroadcomCorporation
https://www.youtube.com/user/BroadcomCorporation

